This research focuses on the creation of a security boundary through the establishment of information security, more specifically by creating an environment that allows for information security for peopleto-people communication. The relevance of the research is justified by the vulnerability of infocommunication tools and systems, as well as by the spread of increasingly cheaper information-gathering technologies. There was a need to create an environment where personal, communication between man and man could be realized so that its information content remains protected. Analysing the problem, there are a number of security solutions for information-technology devices, but the creation of a near-human analogue environment for information security is a frontier for the subject. In this approach, the direction of the research was determined by the task of developing an environment that excludes the online operation of infocommunication technologies that create an information security gap and how to identify the spatial position of radio-based communication devices in protected spaces that may be a source of information security. In connection with the continuous quality assurance of the protection, it is necessary to identify the radio signals in the environment of the protected room, which -in the majority of cases -is a built environment with buildings. We offer a new conceptual solution. We studied the operation of the information security breaches during the preliminary research phase by designing a protected space and, by virtue of their principal exclusion, we propose a schematic layout of a protected room, excluding many information security issues. The main purpose of the research is to present an environment that can create a safer person-to-person communication and to provide a novel possible conceptual solution for determining the location of the source of a radio signal.
INTRODUCTION
The development of smart cities has greatly increased the use of wireless technologies. The close-range operation of a large number of radio devices involves the formation of interference and the problem of malfunctioning caused by disturbances. Faults in such malfunctions resulting from this kind of error can be a critical issue for the continued operation of smart cities, as basic infrastructures are built on these devices. Automation systems are everywhere, from positioning and communication functions in traffic through information infrastructure in business, to industrial wireless networks and smart homes [1] . As a result of the subject, a special problem emerges in terms of information security for smart cities. This problem is largely relevant to business and administrative infrastructure as the special physical security interface that could address the problem opposes smarting processes. In order to provide information security, an environment in which oral and visual information is secure is to be established [2] . One way to create security for word of mouth and the visually emerging information is to carry out the interaction between the walls of a protected conference room. The creation of such environment in a Smart environment is a special task because the entire verticality of the telecommunications acquis in the information society must be excluded from such an environment [3, 4] . The physical security of protected meeting rooms includes the need to ensure continuous testing and protection of the direct radio environment. By using a continuous monitoring system in the environment we are able to acquire a picture of the features of the radio ether and the presence of radio communication devices. In such environments, it is necessary to know the frequencies present and their sources and to detect new radio signals. The emergence of a new frequency may pose a security risk because the smart environment is fully covered by the arsenal of wireless telecommunications technologies. The source of the new signal that appears is to be identified in the same way as the source of possible disturbance for smart wireless systems. Protected premises relevant to the subject are in a densely-built environment following urbanization trends where the implementation of radio localization is difficult because of the delimiting walls of buildings and reflections. Researching the subject, the detection of interference of devices using standard wireless communication technology is a well-proven measurement system, but localizing disruptions is a difficult task. With the emergence of the problem, paralleling the complex security of the protected premises, the localization of a radio source may be a problem. This article first aims to provide an overview of the principle of the physical design of a protected conference room we deem appropriate and the principle of the protection of the radio protection, and then, later on, will continue to provide a solution to the problem of the exploration of the radiation source outlined above. The solution comes from the combined use of multiple technologies, which include conventional radio field measurements, inertial navigation, cloud-based data storage and data processing technology, and elements of computer visualization.
Data, that may either be open or undisclosed, is generated 24 hours a day in the information society of our time, as well as in smart cities. Data is usually stored on a data carrier or in an information-technology (IT) system to achieve the appropriate quality and capacity. You have to process data to turn it into information. The data processing and the storage of results are nowadays almost exclusively carried out on computing devices, which significantly increases the relevance of the creation of protection designs for the security of non-public data [5] [6] [7] [8] [9] . Data protection is dealt with by the legislator at a legislative level, and the protection of IT tools and networks, as the basic information sharing environment of the information society, is dealt with by development and research teams, as well as international and national organizations [10] [11] [12] [13] [14] [15] [16] .
METHODOLOGY
In the initial phase of the research, general research methods were used. The review of the problem to be resolved, the examination the physical characteristics of human communication, and the examination of the emerging effects. Thereafter, a search for a conceptual solution to exclude problems that arise, and finally, a proposal was made for a conceptual design. During the research, the question of localizing radio signal sources in environments surrounded by buildings arose. Looking at the subject, it's difficulty became prominent. Analysing the problems that arise during the research, a novel conceptual solution can be proposed for the problem.
The expected outcomes at the end of the study:
• proposal for the design of a protected room, • investigation of the possibilities of the localization of radio signal sources, • proposal for the localization of radio signals in the vicinity of a protected room.
CONCEPTUAL DEFINITIONS
"Smart City: A smart or a 'more livable' city is a settlement that uses the technology options available (primarily information and communication technology) in an innovative way that promotes a better, more diversified and more sustainable urban environment. A city may be called 'smart' if sustainable economic development and a further increase of living standards is stimulated and driven by the investment in human capital, traditional (e.g. transport) and modern information and communication infrastructure -while treating natural resources wisely" [17] .
According to literature [18] : "Information protection (or information security as defined by the NIST): The protection of information and information systems from unauthorized access, use, disclosure, disruption, modification, or destruction in order to provide: 1. integrity, which means guarding against improper information modification or destruction, and includes ensuring information nonrepudiation and authenticity; 2. confidentiality, which means preserving authorized restrictions on access and disclosure, including means for protecting personal privacy and proprietary information; and 3. availability, which means ensuring timely and reliable access to and use of information."
Our conceptual definition of a protected room is as follows. From the point of view of the subject, we define a demarcated area as a protected area where sensitive, valuable data and information (at the right place, classified data, and information) are displayed in an acoustic and visual form. The intended objective is that the data and information that are produced in a protected room should be impossible for unauthorized parties to acquire. The aim is to create and maintain a uniform protection strength.
"Radio direction finding (DF) system: It is an antenna array and a receiver arranged in a combination to determine the azimuth angle of a distant emitter. All DF systems derive the emitter location by initially determining the angle-of-arrival (AOA). Classically, radio direction finding techniques have been based on multiple-antenna systems that employ multiple receivers" [19] .
Radio monitoring: an inspection of the radio frequency environment that constantly monitors the characteristics of a radio spectrum in question. It is able to detect radio signals that appear in the examined range and it can indicate if there is a deviation from the reference value in the case of a signal. "Inertial navigation is a self-contained navigation technique in which measurements provided by accelerometers and gyroscopes are used to track the position and orientation of an object relative to a known starting point, orientation and velocity" [20] .
THE EMERGING BREACH IN INFORMATION SECURITY
To ensure that non-public information is displayed (be qualified or sensitive) more criteria must be met. The confidentiality, integrity, credibility, and availability of data, as well as the necessity and proportionality of the protection, and the principle requirement of knowledge [5, 8, 9] must not be violated [4, 21] . In order for data to be interpretable by a human being, one has to elaborate it and get to know it during a process [15] . The information should continue to comply with the data criteria. The processing of protected information usually takes place in a delimited system, as well as in an environment protected by engineering and the previously mentioned laws and organizations. Cognition and sharing in a human-human context require new physical and protective measures to achieve a level of defense consistency. Human cognizance is carried out with the help of sensory organs, especially hearing and vision. The display of information in a form that is directly understandable to man, and is happening in the processor, storage and transmission chains that are considered well protected, encompasses a new medium -the protection of which that cannot be ignored. This medium is the space in which the information is displayed acoustically and visually. Cognition requires interfaces. The physical phenomena appearing in voice-based transmission are either the vibrations of the voice generated by human communication or the sound of a speaker from an IT media player. During visual transmission, the physical phenomena are either the paper with the written information or the information content of the various monitors and projectors. There are several physical phenomena in the chain that need to be investigated from an information security point of view, and in the emergence of a theoretical information security breach resulting from their occurrence, security steps may be needed to be taken to block a possible channel [22] . If stored and transmitted information are provided with a high level of protection in IT and storage systems, then beside the protection of legal, theoretical and IT elements, the physical design of the environment compliant to information security also cannot be neglected, as data and information is displayed there in their purest, most human-close form. With regards to its notion, we call a protected room a demarcated area where the exchange of data and information on data carrier devices, and human-to-human communication can be realized in accordance with the criteria for classified information. During cognition and communication, primary and secondary physical phenomena are created that carry the information itself, thereby opening up the possibility of information leakage. A primary phenomenon is the sound, that makes uses the air pressure waves as a transmission channel to make the eardrum of nearby communicators and the surface of nearby objects vibrate. In the case of visual communication, photons of light are reflected by the written media and are directly emitted by the monitor or projector and travel through the air into the eyes of the participants. Secondary phenomena are magnetic fluxes that correlate with the appearance of information resulting from the operation of equipment used in communication, additional vibrations in the sound generated by the sound, and scattered beams during the reflection of light. In addition, further information security problems may be posed by telecommunication devices at the site of communication, the networks of which now offer almost complete geographical coverage [23] . Based on the data protection criteria and considering the possibilities of technology, it can be stated that in the case of human-to-human communication, and cognition of information with the help of a technology tool, the primary and secondary data generated at the site of the interaction can be intercepted in the absence of adequate protection and thereby the fulfillment of the data protection criteria could be at harm. Sensitive data and information must be processed and distributed to the right holders within the walls of a room, a protected area in which they are secure [24, 25] . The physical phenomena resulting from the various forms of communication and the contributing additional information must be in the plane of the bounding walls of the protected space [26] [27] [28] [29] [30] [31] .
BASIC DIRECTIVES FOR ESTABLISHING PROTECTED POINTS
The establishment of the security organization of a protected room, or protected meeting room in our case, cannot be conceived without the use of defense resources. Resources, based on their type, can be live solutions and technical protection tools [32] [33] [34] . In this research, we focus on the development of physical and technical protection solutions. When establishing a protected room, placement is the first step. The location of such a room should, as an autonomous space, be positioned as an interior space of a building group, with a complete horizontal and vertical interconnection. The physical security of the protected room can be further enhanced when it is surrounded by a fully controlled space. The design proposal is the realization of a shell model, according to which a new autonomous space is created within the designated space, with the realization of special needs. This new partition wall should be made of a material that remains sufficiently firm, even in the case of long-term human presence. In terms of material, breakdown and restoration should not be possible without traces. The space between existing and formed spaces must be permeable from all directions due to the feasibility of subsequent checks. The inner side of the confining outer space has to be shielded in order to dampen the radio signals originating from within the inner space and to prevent access to the communication channels from the outside [35] . The ventilation of the inner room must be solved from the outside room so that the flow of fresh air indirectly arrives at the inner compartment's airspace to avoid contact with the direct outside space. In the space between the two rooms and in the engineering channels, noise has to be generated to prevent the transmission of sound vibrations from the interior room. The walling of the exterior enclosing room must be checked for the degree of acoustic attenuation of the sound that is coming from the interior room, and in the case of weak dampening, it must be sound attenuated [36] [37] [38] . The lighting of the meeting room should also be provided with light sources on the walling of the surrounding room, thus reducing the number of technical installations used in the protected room. Considering the furnishing of the meeting room, simplicity should be sought after. Furniture items should contain as little metal as possible, relying mainly on glass and transparent plexiglass furniture, if possible [39] . When designing the protection, the room complex must be secured with proper locking and access control system. When constructing the electronic property protection, it is recommended to create an autonomous camera surveillance system and electronic property protection that is separate from the central defense system. When discussing the comprehensive design of the complex security of protected premises, the monitoring of the radio environment of the room cannot be neglected [32] . In the vicinity of a protected room, it is necessary to know the characteristics of the radio spectrum and the origin of the frequencies found therein. Despite the shell model, an emerging radio signal may still carry a security risk and identify its origin is a must.
One possible information leakage channel in protected rooms is the security vulnerability that emerges due to radio signals. The solution to the problem is the operation of the radio monitoring system, which performs radio spectrum monitoring and analysis. If a new radio signal is displayed in the protected room or in its vicinity, the monitoring system shall generate an indication for the operator. The source of the sign to be displayed needs to be identified to reduce the security risk. Such a room can be seen in Figure 1 .
METHODS FOR DETERMINING THE LOCATION OF A RADIO EMITTER
The continuous testing of the radio environment and the detection of the newly emerging frequencies can be done in several ways, but the framework of this study does not allow for it to be explicated. However, it is a tough task to identify the sources of radio signals around the protected areas of smart cities. The localization of a radio source is provided by the methods of radio direction measurement and positioning and their combinations. Listing the methods, the following options are available. The AOA is measured based on the angle of incidence of the signal. When an antenna is used as a directed spatial filter, the direction of the signal's radiation is measured from a plurality of spatial reference points by direction measurement, and then the intersection point is calculated or represented to obtain the source position. It can be used with elevated efficacy in densely-built and internal spaces, due to shadowing and reflections [40] . Another solution could be the Time Difference of Arrival, the time difference between the arrival of signals, and the Time of Arrival measurement method, which is based on measuring the time the signals arrive. The method requires a simultaneous setting of at least three reception points. Because distances are small, high-precision timing and accurate time synchronization between the reception points are a necessity. It is effective when detecting impulse signals.
However, although the methods for outdoor measurements are usually successfully applied, in the event of interference and multiple path signal propagation, they do not give a satisfactory result in every case. In densely built environments and in the interior of buildings, the main problem in the detection of radio signals is their reflection from objects and the scattering of these reflections. To determine the radio source within buildings, a better solution would be to determine signal strength decreases by using the Received Signal Strength (RSS) method. By knowing the damping of the medium, and by measuring the intensity of the incoming signal in different places, and then calculating the distance and attenuation, the source location can be determined by representing the intersection of the circles [19, [41] [42] [43] . The increase in damping value in open terrain for an isotropic antenna is proportional to the square of the distance between the transmitter and receiver. Between and within buildings, this value can only be modeled using complex formulas. Depending on the frequency and the built environment, several damping formulas can be written. The literature contains the Okumara-Hata model, which is contained in the expression (1) [44] :
(1) where PL is propagation loss measured in dB, f frequency measured in Hz, d distance between transmitter and receiver measured in m, h t and h r transmit and receiving, respectielly, antenna height measured in m, and c(h r ) correction factor, the value of which is as follows: (2) Furthermore, the International Telecommunication Union (ITU) prescribed formulas of which ITU-R P.1238-7 02/2012 has been optimized for frequencies above 900 MHz. The term is described in the following expression [45] : 
DETECTION OF RADIO SOURCE IN A DENSELY BUILT ENVIRONMENT WITH THE COMBINED USE OF COMPLEX TECHNOLOGIES
As you can see, attenuation is strongly dependent on the environment. Therefore, it is not easy to determine the location of a radio source, even when using the RSS method, furthermore, navigation within the buildings without a GPS signal is also a challenge. The conceptual layout presented can provide a novel solution to these difficulties. This solution can, in principle, achieve the best results with the simultaneous use of several already existing simple technologies. The implementation consists of a complex measuring unit and a data processing evaluation part. The measuring unit measures its own spatial position and the strength of the set radio signal on the spot. The data processing unit displays the recorded data on a graphical interface to the user. One possible solution to measuring accurate spatial location is inertial navigation. The principle of the operation of inertial navigation systems is based on the application of physical phenomena that occur when accelerated movement of bodies is examined in a standing right-angle coordinate system. Accelerometers are used to measure inertial navigation systems. Nowadays, small size Inertial Measurement Unit sensors are available that can be used and are accurate enough to accomplish this task. The sensors perform complex functions in terms of their operation by providing acceleration, rotation and magnetic field data through their output. The coordinates that are absolutely necessary for positioning are calculated from the second integral of the accelerometer timing signals [46] [47] [48] [49] , see Figure 2 . Gyroscope-based positioning [48] .
At about the same time, the signal strength and bandwidth signal are determined with a software radio with surround antennas. We assign the values of the strength of the radio signal in the given space to the location data, previously calculated from point to point. The resulting data is transferred to a database. After the data processing, the radio field strength distribution of the area is examined based on a given frequency and is then shown graphically in three dimensions. Visualization can be carried out by matching the combination of various false color and thermal imaging methods with the blueprints and maps of the examined area. The implementation and evaluation of the measurement, in the case of a preconfigured system, does not require special expertise from the people performing the task. The layout principle is shown in Figure 3 . The system consists of two separate units. By analyzing the layout, it becomes obvious that the evaluating display unit does not have to be on the measuring site and the measurementdata can be evaluated offline and online too. The small size of the radio measuring unit, that functions as a probe, allows for it to be easily integrated into a variety of autonomous robots (UAVs, UGVs) so that areas can be mapped quickly to detect the source of the given radio signal. In the following, the practical implementation of the measuring system is to be carried out in connection with the continuation and closure of the research so that we can conclude the feasibility of the theory based on the realistic measured data.
SUMMARY
The data security of human communication that goes on in smart cities carries the heightened risk of data breach, that is cumulatively present due to the opportunities offered by the different technologies. The physical design of protected rooms, which requires the creation of a separate room for the sake of information security is discussed in this article. The space around the protected premises, as a possible data transmission channel, requires the task of continuous control. New radio frequencies near protected areas may be the source of information security hazards, the source of which is to be identified. There are several possible solutions for measuring radio direction and determining transmitter location, however, it is difficult to implement these solutions in built environments, due to the attenuation and multi-path diffusion phenomena. By studying this problem, we would like to offer a novel conceptual solution to the task, which can provide a solution for discovering sources of radio signals in a built environment. The positioning, measuring and evaluation functions used in the measurement fit into the concept of simple implementation that is a typical to smart systems.
